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Introductie ASIS International

1955 : - American Society for Industrial Security
- 2002 ASIS International

37.000 leden in 200 lokale chapters (Benelux: = 300 leden)

Chief security officers, security managers, maar ook installateurs,
consultants, architecten, juristen, particulier rechercheurs

ASIS is dedicated to increasing the effectiveness and productivity of
security professionals
Educational programs
Standards & Guidelines
Annual Seminars and Exhibits 'S
INTRIONALTM




g.S

Financial Strength

£5.9 billion turnover (2008)
PBITA of £416.4m

FTSE 100 company
PFI/PPP experience

London and Copenhagen
stock exchange

Solutions in

= High Security Expertise

Trusted Security Partner

Technology

= Global Logistics (Cash)

Secure Facilities Management

Government Expertise
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Global Capabilities

North America

United States

Canada
Caribbean
Barbados
Dominican Republic
Jamaica
Puerto Rico
Trinidad-Tobago

Central/South America
Argentina
Bolivia
Chile
Colombia
Costa Rica
Ecuador

El Salvador
Guatemala
Honduras
Mexico
Nicaragua
Paraguay
Peru

Saint Lucia
Uruguay
Venezuela

Europe

Austria Belgium Bulgaria Czech Republic
Cyprus Denmark Estonia Finland FYR
Macedonia Greece Guernsey Hungary
Ireland Isle of Man Jersey Latvia Lithuania
Luxembourg Malta The Netherlands
Norway Poland Romania Russia Serbia
Slovakia Slovenia Sweden Turkey Ukraine
United Kingdom

Africa

Algeria Angola Botswana Cameroon Central
African Republic Congo Democratic Republic
of Congo Djibouti Gabon Gambia Ghana
Guinea lvory Coast Kenya Lesotho
Madagascar Malawi Mali Mauritania Mauritius
Morocco Mozambique Namibia Nigeria Sierra
Leone Rwanda South Africa Sudan Tanzania
Uganda Zambia

Middle East
Bahrain

Egypt

Iraq

Israel

Jordan

Kuwait
Lebanon
Oman

Qatar

Saudi Arabia
Syria

United Arab Emirates
Yemen

Operating in over 110 Countries with over 585,000 employees

Asia / Pacific
Australia
Afghanistan
Bangladesh
Bhutan

Brunei
Cambodia
China

Guam

Hong Kong
India

Indonesia
Japan
Kazakhstan
South Korea
Macau
Malaysia

Nepal

New Zealand
Northern Mariana Islands
Pakistan

Papua New Guinea
Philippines
Singapore

Sri Lanka
Taiwan
Thailand
Uzbekistan



Global solutions




G4S in Nederland

Businessunits

= Guarding & Services

= Mobiele Surveillance & Alarmcentrale

= Aviation Security

= Security Systems

= Training & Safety Solutions (voorheen: Ricas)
- Fire & Safety (voorheen Ridderikhoff)

= Consultancy

Hoofdkantoor: Amsterdam
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Safety en Security (1)

Veiligheid (oron: nvvk)

...de mate waarin wordt voorkomen dat de
beschikbaarheid van handelen (door de mens) en
middelen (door de techniek) wordt aangetast

Beveiliging
... het treffen van maatregelen om een doel te
beschermen tegen schadelijke invioeden
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Safety en Security (2)

Safety

...the condition of being protected against physical,
social, spiritual, financial, political, occupational,
or other consequences of fallure, damage, error,
accidents, harm ...

Security

... the degree of protection against danger, loss,
and criminals ...
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De factor “mens”

People create insecurity!

Onveiligheid wordt
gecreeerd door mensen!

Bron: CPTED, een integrale visie op VEILIGHEID IN DE BINNENSTAD (Jos de Lange)
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Safety en Security

Naar mijn mening is het
meest significante verschil:

OPZET



[ How to teII if there |s a terronst at the alrport




Domeinen binnen security

= Business principles & practices
= Security principles & practices
- Legal aspects

= Personnel security

= Physical security

= Information security

= Crisis management

= Investigations



Human Gate

Threats Threats

Physical
gate

Threats Threats




Social
Engineering

Engineering

Toegang verlenen

Risicoanalyse
uitvoeren

dreigingen

Toezicht houden

Dreiging

Verzamelen inlichtingen Alarmen verifiéren

Weerstand

uitvoeren

Screeningen uitvoeren

Securing Your World



Model risicoanalyse

-

9. Risico’s monitoren en rapporteren

4. Risico’s beheersen
gatvaarden, beperlken delen, vermiiden

aarnvaardian L

Rect
risico

i

cleler

VEFFEN R

1. Risirn's identificeren
ofganisationiveal & procesniveal

beparben l-' Ricico
: strategle

2. Risico's beoordelen
inpact & waarschiinlijkheld

<]l:' 3. Beheersmaatregelen in kaart brengen
adoguaztheid L offactivitent

.S



Physical security planning

Anticipated or actual change

Idehnfy o Identify Assets

— - Expose Loss Events

 Assign Occurrence Probability Factors
 Assess Impact of Occurrence

Frequency
of events « Select Countermeasures
Impact of
events
O ptions to
mitigate
Feasibility of
options
Cost/ibenefit
analysis

+v++v

Specify
loss events

4.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.- ————
‘.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.- J—

™\ Reassessment ’-l
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Layered Defense Model

Perimeter

= Doel:
Building Grounds
Building Entrance e Deter
Building Floors/Office Suites ° Detect
Offices/Data Centers
Equipment/Supplies, ° De|ay

Media

* Deny



Layered Security / Security in depth

Safes, Vaults & Controlled Areas

Interior Walls ang Doors

O Fences, Gates and Exterior Walls

Roads, Berms Ditches, Railroad Tracks

(least) Natural Barriers; Rivers, Fields, Cliffs, Lakes

Bron: ASIS P.O.A.



Systeem en dreiging

intervention

cause m consequence

undesired effect . Safety — oorzaak , gevolg
Safety: build in barriers *  Security = oorzaak , effect
0+ ~» [ ¢ i
0 —+I 0 >0 « Safety = risico , kans
B: H +:  Security = dreiging , kans
0 O igmadlll
i- >0 + Verschil:

Security: preventive measures

Dreiging verstoort kansberekening

.S



Risicoanalyse : de mens

= Bandbreedte: kruimeldief € - terrorist

= Er is sprake van een security wedloop

= Voorbeeld:

Luchtvaart

- Metaaldetectie
- Liquids & gels
- Profiling

- Bodyscanners
- Volgende?

Financieel

- Geldkist

- Plastic geld

- Internetfraude
- Skimming

- Phishing

- Volgende ?

.S



Standaard/Norm of benchmark?

= Safety
# accident per million hours worked
€ ongevallen met letsel

= Security
# incidenten ?
€ derving ?
intern of extern ?
' perceptie ?
p——g

"



Perception? Comfortable! Secure?

Jalan M.H. Thamrin Jalan Lingkar Mega Kuningan
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Grand Hyatt Jakarta

J.W. Marriot Jakarta



Voorbeeld IS Resilience

INTERNATIONAL

Advancing Security Worldwide®

A 515 INTERMNATIOMNATL B

Organizational Resilience:

Security, Preparedness, and Continuity
Management Systems—Requirements with
Guidance for Use

ASIS SPC.1-2009

AMERICAN NATIONAL

STANDARD

ASIS

Advancing Security Worldwide®




Voorbeeld

1SO 280001

Security
Management

System




\
Voorbeeld «0 NAVI

ationaa viescentrum Vitale Infrastructu ur

- Convenant olie en (petro-)chemische
industrie vitaal - Security (27 mei 2008)




Integrale aanpak

ORGANISATIONAL/ENVIRONMENTAL SECURITY CONTEXT

Intelligence

ACTIVITY
AREAS

’ v v v 3 K
PRACTICE AREAS _L STRATEGIC KNOWLEDGE AREAS SECUE!T}’—IN«DE‘PTH

T
pres: B,
i ~,

.y B
/\(’\ Physical

Security  }

,/Information
\ Security

Security
— Management

People
Security

ICT
Security

R

OPERATIONAL COMPETENCY AREAS

Regulation & Policy

|
Training and Education l
ENABLERS Operations and Application i

Governance and Supervision
_ Sustainability and Resilience

s e e e e e e e e )

Bron: SRMBOK

Securing Your vvorld G‘A.s



Synergie of apart?

= Synergie
= Risicoanalyses
= Audits
= Awareness
= Business issue

»Lerende organisatie



Synergie of apart?

= Verschillen
= Security = operationeel gedreven
Safety = meer wetenschappelijke basis
(security: wel academische start)

= Security = relatief jonge discipline

= Safety = (redelijk) lange historie

= Security = risico financieel, (beperkte) regelgeving, maar
compliance begint te komen

- Safety = risico= compliance = wet
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Synergie of apart?

= Safety

= Security :

regels voorkomen ongevallen

regels zijn alleen lastig voor
goedwillenden en houden
kwaadwillenden beperkt tegen

heeft wel degelijk zin,
drempels verlagen de kans

.S



Conclusie

= Samen staan we sterker

= Het (eind)doel is gelijk, want ...
= Het spaart levens, letsel, kosten en imago

= Blijven streven naar synergie
= Versterk elkaars methoden!
= Zoek naar integratie van methoden of aanpak

= Maar dat wil nog niet zeggen dat we elkaar nu

al (echt) begrijpen !



Security professionals Safety

= Structurele aanpak !
= Kwantificeerbare risico’s ?

= Van kostenpost naar
business-issue




Vragen




